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BREVES COMENTARIOS SOBRE CONEXIONADO
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- Los conectores y el cableado asi como los componentes Ethernet estan catalogados en categorias segun las
normativas. Dependiendo de la categoria tienen una mayor capacidad de transmision en ancho de banda y por tanto
en velocidad de trasmision de datos. Para ello el cable y los conectores deberan garantizar esas propiedades.

Categoria | Clase | Frecuencia | Apantallamiento? Aplicaciones Notas

3 c | 16MHz Sin Apantallar ISDN Utilizado a dia de hoy para
____________________________________________________________________________________________________________________________________________ 10BaseT | aplicaciones particulares
Apantallado / Most used Category world
5 D 100MHz Sin Apantallar 100BaseT wide
Apantallado / 100BaseT Extension to Cat. 5
oe D | 100MHz | gy Apantallar 1000BaseT Same as IEC Cat 5
Apantallado /
6 E 250MHz Sin Apantallar 1000BaseT
Apantallado / 1000BaseT Maxima Categoria de
o EA | S0OMHZ 1 gy Apantallar |10 Gigabit Ethemet|  Conector Standar RJ45
Apantallado por o
F 600MHz pares 10Gigabit Ethernet
FA | 1200MHz Apa":glg‘;" 20 Multimedia DRAFT (borrador)

Distintas categorias existentes
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* Tipos de cableado segun el apantallamiento:

1 Wire
‘3.‘;'8 mn 3

4

1 Owter sheath B inner conductor
PRSPV prey RAL T ANZERE
FRMNCASIH cruege §AL 2003 Bare T wae

Cable UTP estandar

Wire
1.0mm @,
PE-Foam-Skin

Ripcord || Polyester foil

L Outer sheath L Screen l Drain wire L Inner conductor
FR/PVC grey RAL 7035 AluPolyester foil  Tinned Cu wire AWG24
FRNC/LSOH orange RAL 2003 Bare Cu wire

Cable F/UTP

Page 5 Comunication Electronics, Infraestructura de redes en la Industria, 10.03.2008, LIC



Weidmiiller 3£

Wire
1.15mm @
PE-Foom-Skin

Screen
Tinned
braided Cu

Polyester foil

Outer sheath Screen I Inner conductor
FRNC/LSOH orange RAL 2003 Alu-Polyester foil AWG 23
Bare Cu wire
Cable SF/UTP
Screen Intermediate Wire
Tinned 1.15mm @
PE-Foam-Skin

Outer sheath Inner conductor
FRNC/LSCH orange RAL 2003 AluPolyester foil AWG 22

Bare Cu wire

Cable S/FTP

Page 6 Comunication Electronics, Infraestructura de redes en la Industria, 10.03.2008, LIC



Weidmiiller 3£

Twisted pair cables

How to identify different cables/categories

SF/UTP +
SF/UTP seperating element




Ap

Braid coverage

Standard office cable:
Braid coverage factor
App. 40%

Weidmueller industrial Cable:
Braid coverage factor
App. 65% - 80%

Weidmueller PROFINET Cable:

Braid coverage factor
App. > 90%

Weidmiiller 3£




* Tipos de cubierta exterior del cable:

Cladding material PVC LSZH PUR
VDE designation Y H 1Y
Standard -40 °... -25°... -40 °...
temperaturerange +115°C  +70°C +85 °C
UV resistance yes yes yes
Flame resistance ++ ++ +
Halogen-free no yes yes
Oil resistance + no ++
Resistance to + no ++
chemicals
Resistance to + - ++
abrasion
Applications Building Fire Industrial
safety dragline
Water absorption - + -
Can be used yes yes yes
outside
Flexibility + - ++
++verygood + good - minimal  -- very minimal

Weidmiiller 3£

Caracteristicas mas importantes de los diferentes tipos de cubierta

Comunication Electronics, Infraestructura de redes en la Industria, 10.03.2008, LIC
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Distancia maxima entre dos dispositivos

Patch Cord Horizontal Cable Patch Cord
Flexible Conductors Solid Conductors Flexible Conductors
Max. 5m Max. 90m Max. 5m

Basic Training Industrial Ethernet, ITC, R.Murray, Jan 2010 Seite 10



Weidmiiller 3£

Uso de cables flexibles

Patch Cord Horizontal Cable Patch Cord
Flexible Conductors Solid Conductors Flexible Conductors
Max. 5m Max. 90m Max. 5m

Basic Training Industrial Ethernet, ITC, R.Murray, Jan 2010 Seite 11
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_ _
EtherNet/IP>

Patch Cord Horizontal Cable Patch Cord
Flexible Conductors Flexible Conductors Flexible Conductors
Max. 5m Max. 75m Max. 5m

Overall Cable
Flexible Conductors, 22AWG
Max. 100m

Basic Training Industrial Ethernet, ITC, R.Murray, Jan 2010 Seite 12
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+ Categoria 5e:

Instalacion: Conexion: Cadena arrastre:

PUR PVC

©®
O%
OO
PUR

®
609 O
‘@@@ ‘ OO

@ \
N
Qe

PVC
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Interior;

+ Categoria 7:
Instalacion:

Conexion:

PVC

PVC

PUR

PUR
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Tipo de instalacién

Formacion del
conductor.

Diametro exterior
cable.

Coloracion cubierta

Coloracion
conductores

Diseno del cable

Retardo senal entre
pares

Apantallamiento

Basic Training Industrial Ethernet, ITC, R.Murray, Jan 2010

Instalacion fija. Uso flexible, Uso extra flexible,
Ningln movimiento movimiento
movimiento ocasional o permanente, vibracion
después de vibracion. o torsion.
instalacion.
AWG22/1 AWG22/7 AWG22/...
5,5+8,0 mm Aplicacion especifica.
Verde (RAL6018) Aplicacién especifica.

Blanco, amarillo, azul, naranja
Par n°1: blanco (RXD+), azul (RXD-)
Par n°2 : amarillo (RXD+), naranja (TXT-)

2 pares o 1 cuadrete estrella
<=20ns /100 m

Encintado aluminio + trenza de cobre  Aplicacion especifica.

Seite 15
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Installation cable type A Connection cable type B Dragline cable type C

#0008

“C, R.Murray, Jan 2010
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Colour code on fla

Colour code RJ45

u-remote HD-modules INTER$AL
17

April 2([,)gr‘%lunication Electronics, Infraestructura de redes en la Industria, 10.03.2008, LIC Page 17



Ap

Braid coverage

Standard office cable:
Braid coverage factor
App. 40%

Weidmueller industrial Cable:
Braid coverage factor
App. 65% - 80%

Weidmueller PROFINET Cable:

Braid coverage factor
App. > 90%

Weidmiiller 3£
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Weidmiuiller RJ45 connector: ,Reliable”

= Continuous
One-Piece shield connection
Low-resistance
4 contact points

m EMI resistant
Fully shielded
360 degree contacting

® Grounding integrated
Equipotential bonding
with spade plug FS 2.8
on female and feed through connector
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Weidmiiller RJ45 conenctor: ,Reliable” | sTEADY BSTECH

THE RELIABLE DONNELCTION

Contact Technology

m Steady
high spring tension
Low mass
Shock and vibration resistant

u Refined
Spring steel
0,8um Gold plated
NONCOITosive

m According to standards
750 mating cycles
Self cleaning
Reusable

April 2014 u-remote HD-modules INTER$AL
20
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STEADYTEC® - Platform Strategy [=

RMSAWO2ZT - ,.! 3 = USH eouster
\v .-
) g "~ -
¥ -
«d £
| P20 cousteg el et i RS | 1 RS couplw
é | -~
FULS AATOP-20 - — LS

A X

LC-Dughes plogs P26 mosetiog s outiet for ) | L 4 C-Oupinr actupon
SC-Duphex plugs  EC-Duph 0aape

April 2014 u-remote HD-modules INTER$AL
21
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STEADYTEC® - Platform Strategy __'_'

Plug inserts Plug housing Outlets Bulkhead Bulkhead inserts

April 2014 u-remote HD-modules INTER$AL
22



Weidmiiller 3£

Passive Components: IE-LINE M12

X-Coding
D-Coding . g
IPRE] o
male temalz

AWG24
Max Sm/Cabinet |

April 2014 u-remote HD-modules INTER$AL
23
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v oy BUGGE " CCLINKIE  SCTO0S R >

& RJ45 RJ45 .
§§E ’ RIS || IEC 606037 #’ H:nimr A ’ St
= : IEC 606037 L 77 PROFINET Spec. f IEC 606037
- SC-RJ 2C_RJ
g é 8| ciEcEiTsen * IEC 61754-24 Mo definition IEC 61754-24
= SCIECEITH44 || - EN 50377-6-1 LC IEC 6175422
- RJ45 . RJ43 i RJ45
g E & ‘” Push Pull Y pushpul No definition Q"" Bajonett
L IEC 61076.3-106 V4| | 483 IEC 61076-3-117 V14 [EC 64076-3-106 V4
‘! ks _ LG m} SC-RJ SC.RJ
g ag ': Push Pull : Push Pul Mo definition .&.-' b Bajonett
<0 EC 61076-3-106 V4 IEC 61754-24-11 V14 IEC 61076-3-106 V1
b M12 M12 Il12
g é E o D-coded o j D-coded Mo definition é&'—')
- IEC 610762-101 || &%~ EC 61076-2-101 C li1|?i2 101
N Mi2
S .§ E No definition A X-Type No definition No definition
IEC 61076-2-109
w8, Hybrd (010
& g No definition No definition No definition
& = IE{:HITE-:HH
Push Pull »
z EE No definition ‘. PROFINET Spec. No defintion No definition
(& ]
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- ETHERNET/IP MEDIA PLANNING AND INSTALLATION MANUAL:

shttp://www.odva.org/Portals/Q/Library/Publications Numbered/PUB00148R0 EtherNetlP Media Planni
ng and Installation Manual.pdf

- PROFINET CABLING GUIDE:

*http://www.profibus.com/download/installation-quide/

Page 25 Comunication Electronics, Infraestructura de redes en la Industria, 10.03.2008, LIC


http://www.odva.org/Portals/0/Library/Publications_Numbered/PUB00148R0_EtherNetIP_Media_Planning_and_Installation_Manual.pdf
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http://www.profibus.com/download/installation-guide/
http://www.profibus.com/download/installation-guide/

Weidmiiller 3£

SWITCHES INDUSTRIALES
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» SWITCHES NO GESTIONADOS:
* Plug & Play. Sin configuraciones.
* Econdmicos y sencillos de usar.
* Menores prestaciones y capacidad de procesado
* Se pueden utilizar para pequefias redes (ej: maquina con pocos dispositivos aislada)
* no soportan protocolos de redundancia.

« SWITCHES GESTIONADOS:
* Configurables
* Mas costosos y se deben programar
* Prestaciones mas elevadas con mayor capacidad de procesado
« Utilizar en redes complejas
« Soportan protocolos de redundancia, VLANSs, control Trafico Multicast, QoS, etcétera

Page 27 Comunication Electronics, Infraestructura de redes en la Industria, 10.03.2008, LIC



Component Object Model

TO Object Model

Cannection
establishment

I.E ACTIVE, march 2011 PS

establishment

Figure 2. PROFINET stack architecture
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’ Application Device Profiles & Common
| Application Objects Industrial
Presentation Protocol (CIP)
) Explicit Implicit (ECGi)
Session Messaging Messaging

e
TCP/IP Suite

Network Internet Protocol (IP)

Data Link Ethernet
IEEE Standards

Physical Peer-to-peer, multicast, unicast
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1 Los protocolos industriales (como Ethernet/IP y Profinet) estan basados en Ethernet

1 Las capas inferiores son exactamente iguales, con lo qué en principio cualquier switch seria
valido.

1 No obstante existen unos requerimientos debido a que los datos son criticos y los ciclos de scan
tienen timeouts.

1 Es por ello que se debe garantizar tanto la integridad de datos como la de la red

! Todo depende de la necesidad de protocolos:

»Classification ESoﬂware based Profinet C Hardware assisted Proﬁnet.
(Profinet RT) (Profinet IRT)
~Profinet :
RT Class 1 RT Class 2 RT Class 3
Best effort approach time slicing without | |with topology oriented
~Ethernet/IP based on topology planning: || network planning +
standard network defined timing for
»CC-Link IE components: Soft Real Time with| | @ach connection path:
Soft Real Time Hardware Support Hard Real Time
~Sercos Il Conformance || Conformance Conformance
Class A Class B Class C
»Powerlink with Topology with with Topology Recognition
Recognition Topology (SNMP, LLDP-MIB)
with LLDP Recognition CutThrough Switch Behavior Mandatory
»Modbus/TCP (no SNMP) (SNMP, LLDP-MIB) 4 Priorities Mandatory
MRP optional MRRT optional MRPD mandatory
»EtherCAT | PLC Type Applications [| Motion Applications |
| All variants are called Profinet 10 |
.E ACTIVE, march 2011 PS »Summary
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Control room
Switch cabinet |
Switch cabinet |l
|
\ I . \ — . ‘ \ mm .
k Plant part A L " Plant part B

I.E ACTIVE, march 2011 PS
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An Example Network to lllustrate STP/ RSTP

Switch A Switch B

Active Links
Inactive Links (Blocked by STP/RSTP)

23/04/2015 Proteccion contra sobretensiones
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Master

m\m/

23/04/2015 Proteccion contra sobretensiones




Pardida
del enlace

MMansged

switch §+2
il
MManzged \
aricnes |\

|
E‘Il'.ll‘l:]:llfl'i"j I |":|
I
el i |
- /
Managed
switch 6+2 f
il e
J Back-UP
Inactivo
Managed f
switch 6+2

Y
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Enlace e th
\ caido ..
(‘ ‘ * \ Recupemcio’l‘?acnm * ‘ *

snntl:h fH-‘?'

1Y

smtch 2

Enlace
Back-Up
Activo

grdida del

switch

Managed
switch 6+2

HJ.

/ Enlace
,r Back-UP
Inactivo

Recuperacién

Switch caido -

v enlaces

inactivos .~

Managed
switch 6+2

--;;":?]

Wanagad
switch 6+2

J.H.
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Enlace
Back-UpP
Activo
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Master

=

Ring B

= -0

Master

Ring A

23/04/2015 Proteccion contra sobretensiones
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Master

=0 = B

() W
i!\_,l anaa-~ve P \i!/

Master
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Switch B Switch D

Coupling Port (Primary)

/ l] Main Path
\ Backup Path _/
Coupling Port (Backup)

Switch A Switch C
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Head Port vl Tail Port
Head Tail
Member Po ember Port
il Member Port ] Member Port ]

Proteccion contra sobretensiones



Station
Control
SCADA

Member
Ports

-0

Member
Ports

Backup
Station
Control
SCADA
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Cable
CAt 6
Uplink

Fiber
Optics

N Ring

Fiber
Optics
Chain
Ring



Station
Control
SCADA

Master
Switch

g
B

W

Backup
Station
Control
SCADA

Coupling

Coupllng
N back -up

E‘_ 0
B

Coupling Cou

_ pling/

primary back- up iE\ {\S/lv%isttfr:
/ E RING B

— 1

B
g B

\
B
/
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Cable
B CAt6
Uplink

Fiber
[ Optics
Turbo RING
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Network without multicast filtering

Group 1 Multicast Stream Group 2 Multicast Stream

o -
iy 3
i g

IGMP Group2 [IGMP Group1 IGMP Group2 IGMP Group1

Sl A
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Group 1 Multicast Stream Group 2 Multicast Stream

IGMP Group2 IGMP Group1 IGMP Group2 IGMP Group1



Asignar prioridad a los datos

Standards:
802.11D =» Layer2 (CoS)
DIFFSERV =» Layer3 (ToS)

I.E ACTIVE,

..
> B

Port Based

anop onap noon nooo Il

A
§ cooe oppo opood DoOD

i
oo
o e
)
a
5}

am 18

' ooop cooo DOOD DOODD E

oB o

B o

'!. PODO DOOD DODD BDBOD

0 o o n L)

' o

poon o 0D pono B

QoS Classification

Queuing Mechanism Weight Fair(8.4:2.1)

1
2
3
4
5
6
7
8

Inspect ToS

E EEEEEEE
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Inspect CoS

3 EEEEEHE

Port Priority

'3(Normal) v
|3(Normal) v/
3(Noma) ¥/

3(Normal) v |
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Control principal
\ ﬂ
‘\ \ Celda 1

P

>

/

El/

Linea 2 aqui Méaquina 2 Méaquina 3
T oy VLAN port setting
PLC ' < Mm > :
Port 8 S—— 0 VLAN 2 RED DE MAQUINA:
CJCAM + HMI+ PLC (VIOLETA
CAM 0 VLAN 3 RED DE FABRICA:
G CPLC + PLANTA (ROJA)
TN 2 VLAN 4 PROGRAMACION:

i :Emz :D (1TODOS LOS PUERTOS (VERDE)

I.E ACTIVE, march 2011 PS



Switch A

Backbone connects multiple switches
Switch B

Device A

Switch A

Switch B PVID 4)

Port 7 {Access Port

Weidmiiller 3£

VLAN 4 Untagged

VLAN 5 Untagged Device Device
Port3 (Trunk Port, PVID 1) Port§ (Access Port >
Port 1 (Access Port PVID 3) Device H
PVI.5) VLAN 3 Untagged
Port 2 (Trunk Port PVID 2, Device
Fixed VLAN (Tagged)=34)
Port 4 (Access Port 6 (Access Port PVID 5)
Port PVID 2)
HUB Device F
VLAN 2 Untagged Device G
Device VLAN 5 Untagged Device
-

s
v Device E

VLAN 4 Tagged Davice, VID 4

v

Device B Device D
WLAN2 Untagged ~ Device C VLAN 3 Tagged Device, VID 3
|.E ACTIVE, march 2011 PS Device VILAN 2 Uintaggod

Device



Relay Warning Events Settings
System Events

[ Override Relay 1 Warning Settings ] Override Relay 2 Warning Settings
Power Input 1 failure(On-=0f) | Disable v Power Input 2 failure (On-=0ff) | Disable ~
DI1(OM Disable  v| DI2 (| Disable __|¥|

DI 1 (On)| Disable v DI 2 {On) | Disable v
Tabo RngBreak Disae ]

Port Events
Traffic-Overload Rx-Threshold(%) Traffic-Duration(s)
1 Disable - [ -
2 lonore ~ Disable - |1— |1—
3 Disable v [ [
4 Disable v [ -
5 [lgiore ] Disable K M
6 Ignore ¥ Disable v f1 M
7 lonore - Disable - |1— |1—
8 lonore: he Disable ¥ |1— |1—

Activate

I.E ACTIVE, march 2011 PS
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Master




Email Warning Events Settings
System Events
[ Switch Cald Start

O oo
[ Config. Change
Port Events
Link-ON
1 O
2 O
3 O
4 ]
5 O
6 O
7 ]
8 ]

I.E ACTIVE, march 2011 PS

[ Switch Warm Start

O o 1(om)
[ Awth. Failure

OOo0ooooooaO

[ Power Transition{On-=0f) ] Power Transition{Off--On)

O pi2(om

O Di2@n)

[ Comm. Redundancy Topology Changed

Email Warning Events Settings

Weidmiiller 3£

Mail Server IP/Mame:

SHTP
Port I

Account Name -
Account Password :
[J  Change Accoun: Password

Old Password - [

Mew Password : |

Retype Password : |

1st email address

Send Test E-mail

J

2nd email address -

3rd email address -

4th email address -




PROFINET Cyclic I/O Data Table
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Description

FROFIKET Eheret: FROFINET 40 i ]

i1

Category|Direction | Byte | Bit |Name
0 |Device status
1 |Power1
2 |Powerz

Device Input 0 4 [Turbo Ring v1

Turbo Ring v2
status

0 is failed status, 1 is OK.

0 is broken, 1 is healthy

VBT 4T

| mdiwmt

0 addvwes

%%%if
i

0 [Port 1 Connection

Port Input 1 2 |Port 3 Connection

0 is not connected, 1 is
connected

0 is not connected, 1 is
connected

0 is not connected, 1 is
connected

0 is not connected, 1 is
connected

L T R N L e P
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= Profinet Design:

= hitp://www.profibus.com/download/installation-quide/

= ODVA ETHERNET/IP Infrastructure Guide;

® hitp://www.odva.org/Portals/0/Library/Publications Numbered/PUB00035R0 Infrastructure Guide.pdf



http://www.profibus.com/download/installation-guide/
http://www.profibus.com/download/installation-guide/
http://www.profibus.com/download/installation-guide/
http://www.odva.org/Portals/0/Library/Publications_Numbered/PUB00035R0_Infrastructure_Guide.pdf
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APLICACIONES ROUTING




End Customer 1

(

(I

—t—
PRIVATEIP
192.168.1.84

PRIVATE IP
192.168.1.120

=] 2
Industnal Security
Router: complete

information fink:

ROUTER
PRIVATE LAN IP
192.168.100.1

PRODUCTION NETWORK

Eli_

ROUTER
PRIVATE WAN IP
182.168.1.26

L.E ACIIVE, march 2011 PS

\  ROUTER

PRIVATE WAN IP

192.168.1.22

ROUTER
PRIVATE LAN IP

/_I"J'IACHINE1

PRIVATE LAN IP

MACHINE
PRIVATE LAN IP
192.168.100.105
MACHINE
[ PRIVATE LAN IP
PLC 192.168.100.101
MACHINE HMI
MANAGED SWITCH

Weidmiiller 3£

Router forwarding MIACHINE 1
EQUIPMENT WAN

ROUTER 192.168.1.22
SWITCH 192.168.1.23

PLC 192.168.1.24

HMI 192.168.1.25

MACHINE
PRIVATE LAN IP
192.168.100.105

PLC

MACHINE
PRIVATE LAN IP
182.168.100.101

MANAGED SWITCH
PRIVATE LAN IP
192.168.100.102

L]

LAN

Router forwarding MACHINE 2
EQUIPMENT _ |WAN

ROUTER 192.168.1.26
SWITCH 192.168.1.27

PLC 192.168.1.28

HMI 192.168.1.29




Situacion inicial

e [P publicavs. IP
privadas.

e Red Maquina
* Red Interna

e Usuarios acceso

remoto.

IP PUBLICA VARIABLE

88.90.X.X

Seisaes —
—_— '
IP PUBLICA FIJA
IP PRIVADA 67.122.97.45

10.0.6.1

IP PRIVADA
10.0.6.60

abr-15 mWatcher. Sistema de gestion de Accesos Remotos seguros.

o[

IP PRIVADA
10.0.6.54

IP PUBLICA FIJA

54.42.89.90

IP PRIVADA
192.168.1.1

Weidmiiller 3£

P LAN IP LAN

wiauma eyttt
PRIVADA
192.168.100.1
w [
‘ PLC —
IP PRIVADA
192.168.1.124 IP LAN
MAQUINA PRIVADA
192.168.100.105

|
Eﬁ o] =

IP PRIVADA
192.168.1.82

IP PRIVADA
192.168.1.84

IP PRIVADA
192.168.1.120

52



Objetivo

IP PUBLICA VARIABLE
88.90.X.X

e (Canal seguro

e Usuario final
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Cay,
d en tI‘O LAN Al SEupy (IP LAN P 1
L MAQUINA PRIVADA
MAQUINA 192.168.100.101
remota o
. 192.168.100.1
=
R D S S
N (VS A5
o F— PLC —
O (SR GRS S 4
IP PRIVADA RS NEE kA ;’;P:'::mﬂ“ IP PRIVADA IP PRIVADA
10.06.1 B2422.0148 R 192.168.1.1 192.168.1.124 IP LAN
MAQUINA PRIVADA
192.168.100.105
L J
IP PRIVADA IP PRIVADA P PRIVADA IP PRIVADA IP PRIVADA
10.0.6.60 10.0.654 192.168.1.82 192.168.1.84 192.168.1.120
abr-15 mWatcher. Sistema de gestion de Accesos Remotos seguros. 53
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RUEGOS Y PREGUNTAS
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